Digital repository audit and certification

Notes on the requirements for auditors

February 4, 2009

At the face-to-face meeting in Berlin in October 2008, a start was made on adapting ISO 27006, “Requirements for bodies providing audit and certification of information security management systems”, as a basis for the document on requirements for auditors of digital repositories. ISO 27006 is itself an amplification of ISO 17021 which sets out criteria for bodies operating audit and certification of organizations’ management systems. Its base standard (against which the auditing is done) is ISO 27001, “Information technology — Security techniques — Information security management systems — Requirements”.

The main body of ISO 27006 is mostly generic text dealing with, for example, management of impartiality, competence of the auditing body, confidentiality, general methodology (Stage 1 and Stage 2 audits), and so on. Some additional guidance and requirements specific to information security management systems have been introduced, though even these are rather generic and high-level.

ISO 27006 has four annexes, which unlike the main body are highly specific to auditing of information security management systems. These are:

Annex A (informative): Analysis of a client organization’s complexity and sector-specific aspects

This annex is intended to help decide on audit time and auditor competence: “This annex provides an example in analyzing the complexity of a client organization for this purpose.”

It contains a set of heuristics for assigning to high/medium/low complexity—for example number of employees and significance in legal compliance. There are also sector-specific risk categories (e.g. government sensitive information).

Annex B (informative): Example areas of auditor competence

This has two sections:

B.2.1 Knowledge of ISO/IEC 27001:2005, Annex A controls

B.2.2 Typical knowledge related to ISMS, e.g. audit programming and planning, intellectual property, computer abuse

Annex C (informative): Audit time

This annex “provides guidance for a certification body on the development of its own procedures for determining the amount of time required for the certification of client organizations’ ISMS scopes of differing sizes and complexity over a broad spectrum of activities.”

It includes an auditor time chart giving the average number of initial audit days based (only) on number of employees, plus example factors requiring additional or less auditor time.

Annex D (informative): Guidance for review of implemented ISO/IEC 27001:2005, Annex A controls

“This annex provides guidance for the review of the implementation of controls listed in ISO/IEC 27001:2005, Annex A, and the gathering of audit evidence as to their performance during the initial audit and subsequent surveillance visits.”

There is a discussion of the nature of evidence: direct observation, testing, interviewing, etc. There is a table in which each control can be marked for “organizational control”, “technical control”, “system testing” and/or “visual inspection”, plus an additional column for “audit review guidance”—just a few words such as “sample some copies from files” (referring to confidentiality agreements) or “ask staff if they are aware of specific things they should be aware of”.

It has been suggested that some part of the text of our requirements could be duplicated or transferred to such an annex in our own requirements for auditors. The “Examples of Ways the Repository can Demonstrate it is Meeting this Requirement” and “Discussion” would be candidates—though the text is always much longer than the few words used in ISO 27006.

Taking C3.4 as an example, the text reads:

C3.4 

Requirement

Repository has suitable written disaster preparedness and recovery plan(s), including at least one off-site backup of all preserved information together with an offsite copy of the recovery plan(s). 

Supporting Text

The repository must have a written plan with some approval process for what happens in specific types of disaster (fire, flood, system compromise, etc.) and for who has responsibility for actions. 

This is necessary in order to ensure that sufficient backup and recovery capabilities are in place to facilitate continuing preservation of and access to systems and their content with limited disruption of services. 

Examples of Ways the Repository can Demonstrate it is Meeting this Requirement

Employs the codes of practice found in the ISO 27000 series of standards; disaster and recovery plans; information about and proof of at least one off-site copy of preserved information; service continuity plan; documentation linking roles with activities; local geological, geographical, or meteorological data or threat assessments.

Discussion

The level of detail in a disaster plan, and the specific risks addressed need to be appropriate to the repository’s location and service expectations. Fire is an almost universal concern, but earthquakes may not require specific planning at all locations. The disaster plan must, however, deal with unspecified situations that would have specific consequences, such as lack of access to a building. In the event of a disaster at the repository, the repository may want to contact local and/or national disaster recovery bodies for assistance.

This is clearly both an organisational control (the written plans) and a technical control (the off-site backups). The question is, should “audit review guidance” include the examples and/or the discussion? If so, should these then be removed from the main document? If not, what could “audit review guidance” be? While it is true that the examples and discussion clearly would be helpful to auditors, they would be equally helpful for the organisation being audited, inasmuch as they illustrate the factors that should be taken into consideration and how they can be handled. Thus the text is not exclusively for the benefit of auditors.

A slightly different approach might be use “audit review guidance” to assist the auditor in ensuring that all angles have been covered. In this example, it might say something like:
“Rare but catastrophic events should be covered; responsibilities should be unambiguously identified, with fallback planning in case these roles cannot be fulfilled in particular circumstances.”

