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PREFACE

This document is a draft CCSDS Recommended Practice.  Its ‘Red Book’ status indicates that the CCSDS believes the document to be technically mature and has released it for formal review by appropriate technical organizations.  As such, its technical contents are not stable, and several iterations of it may occur in response to comments received during the review process.

Implementers are cautioned not to fabricate any final equipment in accordance with this document’s technical content.
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1 Introduction

1.1 Purpose
The main purpose of this document is to define a CCSDS Recommended Practice (and ISO standard) on which to base the operations of the organization(s) which performs audits for assessing the trustworthiness of digital repositories using [1] and provides the appropriate certification.

1.2 Scope

This document specifies requirements and provides guidance for bodies providing audit and certification of digital repositories, based on the metrics contained within ISO/IEC 17021 and CCSDS 652.0-M-1/ISO 16363 [1]. It is primarily intended to support the accreditation of bodies providing such certification.

The requirements contained in this International Standard need to be demonstrated in terms of competence and reliability by any body providing certification of digital repositories..

1.3 Applicability

This document is meant primarily for those setting up and managing the organization performing the auditing and certification of digital repositories. 
It should also be of use to those who work in or are responsible for digital repositories seeking objective measurement of the trustworthiness of their repository and wishing to understand the processes involved, although it is recognized that not all digital repositories will need to undergo such third party audit and certification.
1.4 Rationale

There is a hierarchy of standards concerned with good auditing practice [3]-[6]. This document is positioned within this hierarchy in order to ensure that these good practices can be applied to the evaluation of the trustworthiness of digital repositories. 
ISO/IEC 17021 [6] is an International Standard which sets out criteria for bodies operating audit and certification of organizations' management systems. If such bodies are to be accredited as complying with ISO/IEC 17021 with the objective of auditing and certifying digital repositories in accordance with CCSDS 652.0-M-1/ISO 16363 [1], some requirements and guidance that are additional to ISO/IEC 17021 are necessary.

These are provided by this International Standard.

The text in this International Standard follows the structure of ISO/IEC 17021, with specific additions and guidance on the application of ISO/IEC 17021 for certification of digital repositories.

1.5 Structure of this Document

This document is divided into informative and normative sections and annexes.

Sections 1-2 of this document give a high level view of the rationale, the conceptual environment, some of the important design issues and an introduction to the terminology and concepts.

· Section 1 gives purpose and scope, rationale, a view of the overall document structure, and the acronym list, glossary, and reference list for this document
. These are normative.
· Section 2 provides an overview of auditing practices. This is informative.
· Sections 3 to 10 provide the normative metrics against which an organization providing audit and certification of digital repositories may be judged. 

· 
1.6 Security Considerations

Additional security considerations are dealt with in informational section 11.

1.7 DEFINITIONS

1.7.1 ACRONYMS and abbreviations

CCSDS
Consultative Committee for Space Data Systems

ISO
International Organization for Standardization

OAIS
Open Archival Information System

TDR
Trustworthy Digital Repository

1.7.2 TERMinology

Digital preservation interests a range of different communities, each with a distinct vocabulary and local definitions for key terms. A glossary is included in this document, but it is important to draw attention to the usage of several key terms.

In general, key terms in this document have been adopted from the OAIS Reference Model. One of the great strengths of the OAIS Reference Model [2] has been to provide a common terminology made up of terms “not already overloaded with meaning so as to reduce conveying unintended meanings”. Because the OAIS has become a foundational document for digital preservation, the common terms are well understood and are therefore used within this document.

The OAIS Reference Model uses “digital archive” to mean the organization responsible for digital preservation. In this document, the term “repository” or phrase “digital repository” is used to convey the same concept in all instances except when quoting from the OAIS. It is important to understand that in all instances in this document, “repository” and “digital repository” are used to convey digital repositories and archives that have, or contribute to, long-term preservation responsibilities and functionality. This document uses the OAIS concept of the “Designated Community.” A repository may have a single, generalized “Designated Community” (e.g., every citizen of a country), while other repositories may have several, distinct Designated Communities with highly specialized needs, each requiring different functionality or support from the repository; this document uses the term Designated Community to cover this second case also.

The term “Trustworthy Digital Repository” (TDR) is used in this document to indicate those repositories which are already certified.
1.7.2.1 Glossary 

For the purposes of this document, the terms and definitions given in ISO/IEC 17021, CCSDS 652.0-M-1/ISO 16363 [1] and the following apply.

Certificate: document issued by a certification body in accordance with the conditions of its accreditation and bearing an accreditation symbol or statement

Certification body: third party that assesses and certifies the digital repository of a client organization with respect to published TDR standards, and any supplementary documentation required under the system

Certification document: document indicating that a client organization’s repository conforms to specified TDR standards and any supplementary documentation required under the system

Primary Accreditation Board:  The Primary Accreditation Board will consist of internationally recognized experts in digital preservation, the membership building on members of the authors of the <ISO XXXXX - RAC Document. It will 

· undertake audits 

· make certification decisions

· accredit auditors

· accredit auditor qualifications

· accredit other TDR certification bodies

· 
Mark: legally registered trade mark or otherwise protected symbol which is issued under the rules of an accreditation body or of a certification body, indicating that adequate confidence in the systems operated by a body has been demonstrated or that relevant products or individuals conform to the requirements of a specified standard

Organization: company, corporation, firm, enterprise, authority or institution, or part or combination thereof, whether incorporated or not, public or private, that has its own functions and administration and is able to ensure that digital preservation is exercised
1.7.3 Nomenclature

The following conventions apply throughout this Recommended Practice:

a) the words ‘shall’ and ‘must’ imply a binding and verifiable specification;

b) the word ‘should’ implies an optional, but desirable, specification;

c) the word ‘may’ implies an optional specification;

d) the words ‘is’, ‘are’, and ‘will’ imply statements of fact.”

1.8 Conformance

An organization which provides audit and certification for TDRs
 conforms to this recommended practice if it fulfils all the binding and verifiable specifications in this document. 
1.9 References

The following documents contain provisions which, through reference in this text, constitute provisions of this Recommended Standard.  At the time of publication, the editions indicated were valid.  All documents are subject to revision, and users of this Recommended Practice are encouraged to investigate the possibility of applying the most recent editions of the documents indicated below.  The CCSDS Secretariat maintains a register of currently valid CCSDS Recommended Standards.

[1] CCSDS 652.0-M-1/ISO 16363 Audit and Certification of Trustworthy Digital Repositories 

[2] Consultative Committee for Space Data Systems (CCSDS). 2002. Reference Model for an Open Archival Information System. (ISO Standard 14721). http://www.ccsds.org/publications/archive/650x0b1.pdf or later version.

[3] ISO 9000:2005, Quality management systems — Fundamentals and vocabulary

[4] ISO 19011:2002, Guidelines for quality and/or environmental management systems auditing1)

[5] ISO/IEC 17021:2006, Conformity assessment — Requirements for bodies providing audit and certification of management systems

[6] ISO/IEC 17000:2004, Conformity assessment — Vocabulary and general principles

2 Overview

This document addresses issues arising from applying good audit practice to auditing and certifying whether and to what extent digital repositories can be trusted to look after digitally encoded information for the long-term, or at least for the period of their custodianship of that digitally encoded information.
It covers principles needed to inspire confidence that third party certification of the management of the digital repository has been performed with
· impartiality,

· competence,

· responsibility,

· openness,

· confidentiality, and

· responsiveness to complaints
This document specifies the ways of ensuring that the body providing such third party certification can inspire this confidence. It does this by building on the more general specifications of standards [4]-[6].
Section 5 deals with the legal aspects and guarantees of impartiality and avoidance of conflicts of interest.

The structure and management of the organization is specified in section 6, which is supported by the competences of the management and personnel, specified in section 7.

Section 8 sets out how the information about which organizations have been certified is made available.

The requirements in the procedures for defining the scope and performance of the audit, the initial certification decision and the ways in which that certification may be confirmed,  reduced in scope, suspended or withdrawn are given in section 9. This section also specifies how complaints are dealt with.
The management system of the auditing body itself is specified in section 10.

3 Good Practice
XXX PLACE HOLDER – MAY BE DELETEDTO MAKE NUMBERING CONSISTENT

4 Principles

The principles from ISO/IEC 17021:2006, Clause 4 apply.

5 General requirements

5.1 Legal and contractual matters

The requirements from ISO/IEC 17021:2006, Clause 5.1 apply.

5.2 Management of impartiality

The requirements from ISO/IEC 17021:2006, Clause 5.2 apply. In addition, the following TDR-specific requirements and guidance apply.

5.2.1 Conflicts of interest

Certification bodies can carry out the following duties without them being considered as consultancy or having a potential conflict of interest:

a) arranging and participating as a lecturer in training courses, provided that, where these courses relate to digital preservation management, related management systems or auditing, certification bodies should confine themselves to the provision of generic information and advice which is freely available in the public domain, i.e. they should not provide company-specific advice which contravenes the requirements of c) below;

b) performing second and third party audits according to standards or regulations;

c) adding value during certification audits and surveillance visits, e.g., by identifying opportunities for improvement, as they become evident during the audit, without recommending specific solutions.  However the certification body shall be independent from the body or bodies (including any individuals) which provide the internal self-assessment of the client organization’s repository subject to certification.

5.3 Liability and financing

The requirements from ISO/IEC 17021:2006, Clause 5.3 apply.

6 Structural requirements

6.1 Organizational structure and top management

The requirements from ISO/IEC 17021:2006, Clause 6.1 apply.

6.2 Committee for safeguarding impartiality

The requirements from ISO/IEC 17021:2006, Clause 6.2 apply.

7 Resource requirements

7.1 Competence of management and personnel

7.2 The requirements from ISO/IEC 17021:2006, Clause 7.1 apply. 
7.3 Personnel involved in the certification activities

The requirements from ISO/IEC 17021:2006, Clause 7.2 apply. In addition, the following TDR-specific requirements and guidance apply.

7.3.1 Competence of certification body personnel

The following training requirements apply to all members of the audit team, with the exception of d), which can be shared among members of the audit team. The certification body shall have criteria for the training of audit team members that ensures

a) knowledge of the [1] and other relevant normative documents;

b) understanding of digital preservation
;

c) understanding of risk assessment and risk management of digitally encoded information;

d) technical knowledge of the digital preservation aspects which apply to the activity to be audited;

e) general knowledge of regulatory requirements relevant to TDRs;

f) knowledge of management systems;

g) understanding of the principles of auditing based on ISO 19011
;

7.3.1.1.1 When selecting the audit team to be appointed for a specific certification audit the certification body shall ensure that the skills brought to each assignment are appropriate. The team shall

a) have appropriate technical knowledge of the specific activities within the scope of the digital repository for which certification is sought and, where relevant, with associated procedures and their potential digital preservation risks (technical experts who are not auditors may fulfill this function);

b) have a sufficient degree of understanding of the client organization to conduct a reliable certification audit of its digital repository in managing the digital preservation aspects of its activities, products and services;

c) have appropriate understanding of the regulatory requirements applicable to the client organization’s digital repository.
7.3.1.1.2 When required, the audit team may be complemented by technical experts who can demonstrate specific competence in a field of technology appropriate to the audit. Note should be taken that technical experts cannot be used in place of TDR auditors but could advise auditors on matters of technical adequacy in the context of the management system being subjected to audit. The certification body shall have a procedure for

a) selecting auditors and technical experts on the basis of their competence, training, qualifications and experience;

b) initially assessing the conduct of auditors and technical experts during certification audits and subsequently monitoring the performance of auditors and technical experts.

7.3.1.2 Management of the decision making process 

The management function shall have the technical competence and ability in place to manage the process of decision-making regarding the granting, maintaining, extending, reducing, suspending and withdrawing of TDR certification to the requirements of CCSDS 652.0-M-1/ISO 16363 [1].

7.3.1.3 Pre-requisite levels of education, work experience, auditor training and audit experience for auditors conducting TDR audits (except the Primary Accreditation Board)
7.3.1.3.1 The following criteria shall be applied for each auditor in the TDR audit
 team. The auditor shall


a) 
b) have at least four years full time practical workplace experience in data management, libraries, archives or information technology with a focus on digital preservation;

c) have successfully completed five days of training in a course approved by the Primary Accreditation Board, the scope of which covers TDR audits and audit management 

d) have gained experience in the entire process of assessing  the trustworthiness of digital repositories prior to assuming responsibility for performing as an auditor. This experience should have been gained by participation in a minimum of two certification audits for a total of at least 20 days, including review of documentation and risk analysis, implementation assessment and audit reporting with at least the majority of the team on site, including the ones familiar with the particular area being audited;

e) have experience which is reasonably current, and some familiarity with current research in digital preservation;

f) keep their knowledge and skills in digital preservation and auditing up to date through continual professional development;
g) Be accredited by the Primary Accreditation Board or its delegate.

Technical experts shall comply with criteria a), d) and e).

7.3.1.3.2 In addition to the requirements in 7.2.1.3.1, audit team leaders shall fulfill the following requirements, which shall be demonstrated in audits under guidance and supervision:

a) have knowledge and attributes to manage the certification audit process;

b) have been an auditor in at least two  complete TDR audits;

c) have demonstrated the capability to communicate effectively, both orally and in writing.

7.4 Use of individual external auditors and external technical experts

The requirements from ISO/IEC 17021:2006, Clause 7.3 apply. In addition, the following TDR-specific requirements and guidance applies.

7.4.1 Using external auditors or external technical experts as part of the audit team

When using individual external auditors or external technical experts as part of the audit team, the certification body shall ensure that they are competent and comply with the applicable provisions of this publication and are not involved, either directly or through its employer with the design, implementation or maintenance of a TDR or related management system(s) in such a way that impartiality could be compromised.

7.4.1.1 Use of technical experts

Technical experts with specific knowledge regarding the processes being audited and digital preservation issues and legislation affecting the client organization, but who do not satisfy all of the criteria in 7.2, may be part of the audit team. Technical experts shall work under the supervision of an auditor.

7.5 Personnel records

The requirements from ISO/IEC 17021:2006, Clause 7.4 apply.

7.6 Outsourcing

The requirements from ISO/IEC 17021:2006, Clause 7.5 apply.

8 Information requirements

8.1 Publicly accessible information

The requirements from ISO/IEC 17021:2006, Clause 8.1 apply. In addition, the following TDR-specific requirements and guidance apply.

8.1.1 Procedures for granting, maintaining, extending, reducing, suspending and withdrawing certification

The certification body shall require the client organization to have a documented and implemented a digital repository which conforms to CCSDS 652.0-M-1/ISO 16363 [1] and other documents required for certification.

The certification body shall have documented procedures for

a) the initial certification audit of a client organization's digital repository in accordance with the provisions of ISO 19011, ISO/IEC 17021 and other relevant documents;

b) surveillance and recertification audits of a client organization's TDR in accordance with ISO 19011 and ISO/IEC 17021 on a periodic basis for continuing conformity with relevant requirements and for verifying and recording that a client organization takes corrective action on a timely basis to correct all nonconformities.

8.2 Certification documents

The requirements from ISO/IEC 17021:2006, Clause 8.2 apply. 

8.3 Directory of certified clients

The requirements from ISO/IEC 17021:2006, Clause 8.3 apply.

8.4 Reference to certification and use of marks

The requirements from ISO/IEC 17021:2006, Clause 8.4 apply. 

8.5 Confidentiality

The requirements from ISO/IEC 17021:2006, Clause 8.5 apply. In addition, the following TDR-specific requirements and guidance applies.

8.5.1 Access to organizational records

Before the certification audit, the certification body shall ask the client organization to report if any digital repository records cannot be made available for review by the audit team because they contain confidential or sensitive information. The certification body shall determine whether the digital repository can be adequately audited in the absence of these records. If the certification body concludes that it is not possible to adequately audit the digital repository without reviewing the identified confidential or sensitive records, it shall advise the client organization that the certification audit cannot take place until appropriate access arrangements are granted.

8.6 Information exchange between a certification body and its clients

The requirements from ISO/IEC 17021:2006, Clause 8.6 apply.

9  Process requirements

9.1 
The requirements from ISO/IEC 17021:2006, Clause 9 apply. In addition, the following TDR-specific requirements and guidance apply.
The criteria against which the digital repository of a client are audited shall be those outlined in the standard CCSDS 652.0-M-1/ISO 16363 [1] and other documents required for certification relevant to the function performed. 
For on-site audits of the client organization at least two members of the audit team will be physically present, other members of the team may take part remotely as long as they can have access to the relevant materials.
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10 Management system requirements for certification bodies

10.1 Options

The requirements from ISO/IEC 17021:2006, Clause 10.1 apply.

10.2 Option 1 – Management system requirements in accordance with ISO 9001

The requirements from ISO/IEC 17021:2006, Clause 10.2 apply.
10.3 Option 2 – General management system requirements

The requirements from ISO/IEC 17021:2006, Clause 10.3 apply. 
10.3.1 

11 Security

11.1 Introduction

The use of this document has several potential areas of security concern.

One security concern is the possibility that the repository is fooled into undergoing an audit by someone unqualified or even malicious.

Another concern involves the possible release of confidential information which is collected as evidence by the auditor.
11.2 security concerns with respect to the CCSDS document

The repository may ask an organisation to perform an audit based on this document and [1]. There is a possibility that the organisation contacted is not in fact the organisation that the repository believes. Alternatively the correct organisation may be contacted but in fact someone from another, possibly malicious, organisation may turn up to perform the audit.

In the process of collecting evidence for the various metrics the auditor may collect information which is confidential or sensitive, for example details of security weaknesses.

There is a danger that such information may fall into the wrong hands and expose the repository to increased risk. Alternatively in the process of collecting evidence the repository system may be damaged.

While these are all valid security concerns, they fall outside the purview of this standard, which applies only to the metrics which an auditor should use for auditing a repository.

11.3 POTENTIAL THREATS AND ATTACK SCENARIOS

Impersonation of an auditor and/or release of confidential information could both result in exposing the repository and its holdings to increased risk and loss of reputation of the repository.

11.4 CONSEQUENCES OF NOT APPLYING SECURITY TO THE TECHNOLOGY

While these security issues are of concern, they are out of scope with respect to this document. This document aims to provide the basis for an audit and certification process for assessing the trustworthiness of digital repositories. Providing protection against fake organizations or false auditors must rely on the repository’s identification and authorization systems.  Protection against loss of confidential information in the possession of the auditor must be provided by the security system of that auditor and the method of transmission of information which is agreed between the repository and auditor.  Protection against damage to the repository or its holdings during an audit must rely on the security and safety systems of the repository.
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�Isn’t this normative information?


�Actually this one should be TDR.


�We deleted this on the WIKI


�Clarify


�Why are these necessary? Aren’t they already covered in 17021?


�If we just said 7.2. applied, we wouldn’t have to get into this level of detail.


�Review these requirements.


�Define the first audit cttee anmd let them approve things


�Why is 8.1.1. necessary?


�Keep


�PROBABLY UNNNECESSARY


�NOT APPLICABLE FOR INITIAL AUDIT


�


�Amend list for TDR context.


�N/A


�NOT SURE WHAT THIS MEANS


�ALL THESE ARE PROBABLY COVERED BY THE METRICS THEMSELVES


�Update for TDR context.


�PROBABLY DOES NO HARM BUT DOES NOT SEEM TO ADD MUCH


�SOME OF THE METRICS ARE ABOUT LEGAL ISSUES. IT IS PROBABLY USEFUL TO SAY EXPLICITLY THAT WE DO NOT PROVIDE A LEGAL OPINION.


�PROBABLY UNNECESSARY TO STATE THIS


�NOT CLEAR WE NEED TO SAY THIS


�I ASSUME THIS GOES WITHOUT NEEDING TO BE SAID!! IT IS IMPLIED BY NEXT SECTION (9.2.5)


�THERE IS NO 9.6.1 in the METRICS doc.


�SURELY WE DO NOT WANT AN INDIVIDUAL TO MAKE THE DECISION


�THIS IS COVERED IN 17021


�DO WE NEED A SEPARATE GROUP TO MAKE THE DECISION – THIS IS NOT REQUIRED IN 17021.


THE REST SEEMS UNNECESSARY


�NOT NECESSARY


�COULD PROBABLY DELETE THIS


�MAY BE USEFUL TO KEEP


�SHOULD MOVE TO BE INCLUDED IN FOLLOWING SECTION


�Moved up one level to match 17021


�UNNECESSSARY


�Probably useful to keep


�NOT SURE THIS ADDS ANYTHING TO 17021


�NOT SURE WHAT THIS MEANS. DOES IT ADD ANYTHING?





