Standards and certification
1. Brief overview of ISO standards (17799, 27001 and 9000) and their associated certification processes 

BS ISO/IEC 27002:2005, BS 7799-1:2005,BS ISO/IEC 17799:2005 
Information technology. Security techniques. Code of practice for information security management
This standard is the UK implementation of ISO 27002: 2005 and it supersedes ISO 17799:2000, which is withdrawn.
This standard established guidelines and general principles for initiating, implementing maintaining and improving information security management in organisations. The objectives outlined provide general guidance on the commonly accepted goals of information management security.

The control objectives and controls of this standard are intended to be implemented to meet the requirements identified by a risk assessment. The standard may serve as a practical guideline for developing organisational security standards and effective security management practices and to help build confidence in inter-organisational activities.
BS ISO/IEC 27001:2005 
Information technology. Security techniques. Information security management systems. Requirements.
BS ISO/IEC 27001:2005 covers all types of organisations (e.g. commercial enterprises, government agencies, non-profit organisations) and specifies requirements for establishing, implementing, operating, monitoring, reviewing, maintaining and improving a documented information security management system (ISMS) within the context of the organisation’s overall business risks. It specifies requirements for the implementation of security controls customized to the needs of individual organisations. 
The ISMS is designed to ensure the selection of adequate and proportionate security controls that protect information assets and give confidence to interested parties. If an organisation already has an operative business process management system (e.g. in relation to ISO 9001 or ISO 14001), it is preferable in most cases to satisfy the requirements of this International Standard within the existing management system.
BS EN ISO 9000:2005 Quality management systems. 
Fundamentals and vocabulary

BS EN ISO 9000:2005 supersedes BS EN ISO 9000:2000 which is withdrawn.
The BS EN ISO 9000 family of standards is primarily concerned with “quality management”. Everyone may have a slightly different idea as to what “quality” is, but in the standard the definition refers to all those features of a product (or service) which are required by the customer.
“Quality Management” means what the organisation does to ensure that its products or services satisfy the customer's quality requirements and comply with any regulations applicable to those products or services.
Used together the standards form a coherent quality management system (QMS), although they can also be used independently.
BS EN ISO 9000:2005 describes fundamentals of a QMS, which form the subject of the BS EN ISO 9000 family, and defines related terms. 
Abstract

This International Standard describes the fundamentals of quality management systems, which form the subject of the ISO 9000 family of standards, and defines related terms.
This International Standard is applicable to the following:
a) Organisations seeking advantage through the implementation of a quality management system

b) Organisations seeking confidence from their suppliers that their product requirements will be satisfied

c) users of the products

d) those concerned with a mutual understanding of the terminology used in quality management (e.g. suppliers, customers, regulators)

e) Those internal or external to the organisation who assess the quality management system or audit it for conformity to the requirements of ISO 9001 (e.g. auditors, regulators, certification/registration bodies)

f) Those internal or external to the organisation who give advice or training on the quality management system appropriate to that organisation
g) developers of related standards.

BS EN ISO 9000-1:1994 
Quality management and quality assurance standards. Guidelines for selection and use

Clarifies the principal quality concepts and provides guidance on the selection and use of the ISO 9000 family of standards on quality systems that can be used for internal quality management purposes and for external quality assurance purposes.
BS ISO 9000-2:1997 
Quality management and quality assurance standards. Part 2 - generic guidelines for the application of ISO 9001, ISO 9002 and ISO 9003

This part of ISO 9000 gives guidance for the application of ISO 9001, and ISO 9002 and ISO 9003 which are both withdrawn.
BS EN ISO 9001:2000 Quality management systems. Requirements

BS EN ISO 9001:2000 specifies requirements for a QMS where an organisation: needs to demonstrate its ability to consistently provide product that meets customer and applicable regulatory requirements, and aims to enhance customer satisfaction through the effective application of the system. This includes processes for continual improvement of the system and the assurance of conformity and applicable regulatory requirements.
One of the fundamental purposes of BS EN ISO 9001:2000 is to enable the development of a QMS that is fully integrated into the normal operations of your business. This standard avoids the application of systems that are separate from your organisation’s business processes. Therefore, it creates a more logical and effective approach to managing an organisation which is process-based.
Joy suggests that I seek out other standards that would be applicable to digital archives and preservation. So other useful standards might be
MLA The Accreditation Scheme for Museums in the United Kingdom: Accreditation Standard

This accreditation scheme sets nationally agreed standards for UK museums. To quality museums must meet clear basic requirements on how they care for and document their collections, how they are governed and managed, and on the information and services they offer to their users. Accreditation benefits museum visitors and the users of museum services. It supports museum mangers and governing bodies in planning and developing their services, and it provides a benchmark for grant-making organisations and donors.
Capability Maturity Model Integration

Capability Maturity Model® Integration (CMMI) is a process improvement approach that provides organisations with the essential elements of effective processes. It can be used to guide process improvement across a project, a division, or an entire organisation. CMMI helps integrate traditionally separate organisational functions, set process improvement goals and priorities, provide guidance for quality processes, and provide a point of reference for appraising current processes.
PD 0018:2001 Information management systems. Building systems fit for audit
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Descriptors Quality auditing, Management, Information, Documents, Records (documents), Records management, Information handling, Data processing, Data security, Quality assurance systems, Risk assessment, Verification IT and Information Management: IT Service Management.

BS ISO/IEC 15910:1999 Information technology. Software user documentation process

This standards main activity is the creation of a comprehensive plan for developing documentation, as the ever increasing complexity of software makes necessary the availability of complete, accurate and understandable documentation to those who use the software. 
BS ISO 20652:2006 
Space data and information transfer systems. Producer-archive interface.

This international standard identifies, defines and provides structure to the relationship and interaction between an information producer and archive. It defines the methodology for the structures of actions that are requires from the initial time of contact between the producer and the archive until the objects of information are received and validated by the archive. These actions cover the first stages of ingest process as defined in the open archival information system (OASI) reference model. This standard describes parts of the functional entities administration and ingest.
BS 5454:2000 
Recommendations for the storage and exhibition of archival documents.
These recommendations apply to the long-term, permanent storage of archival documents. The temporary storage of such documents in restricted access and their display in exhibitions is also covered. The recommendations apply to new buildings, whether purpose-built or adapted, and to existing buildings.

The recommendations in BS 5454:2000 mainly concern traditional materials, i.e. paper and parchment, although some guidance on more modern media is given in clause 11. This guidance is intended for the storage of modern media in general-purpose repositories, and further specialist advice may also be required.

BS 5454:2000 is for use by those concerned with the planning, construction, equipment, maintenance and working of such repositories.

BS ISO 21127:2006 
Information and documentation. A reference ontology for the interchange of cultural heritage information
· This standard is the culmination of more that a decade of standards development work by the International Committee for Documentation (CIDOC) of the International Council of Museums (ICOM). Throughout its development the model has been known as the ‘CIDOC Conceptual Reference Model’ or CRM. 

· The primary purpose of this International Standard is to offer a conceptual basis for the mediation of information between cultural heritage organisations such as museums, libraries and archives. The standard aims to provide a common reference point against which divergent and incompatible sources of information can be compared and ultimately harmonised.

BS ISO 23081-1:2006 Information and documentation. Records management processes. Metadata for records. Principles

This standard addresses the relevance of records management metadata in business processes, as well as the different roles and types of metadata that support business and records management processes. It also sets a framework for managing these metadata.
DD ISO/TS 23081-2:2007 Information and documentation. Records management processes. Metadata for records. Conceptual and implementation issues
This technical specification establishes a framework for defining metadata elements consistent with the principles and implementation considerations outline in ISO 23081 -:2006. The purpose of the framework is to 

· Enable standardised description of records and critical contextual entities for records.

· Provide common understanding of fixed points of aggregation to enable interoperability of records, and information relevant to record, between organisational systems.

· Enable reuse and standardisation of metadata for managing records over time, space and across applications.

There is a comprehensive list of standards relevant to digital preservation DCC DIFFUSE Standards Registry at http://www.dcc.ac.uk/diffuse/ 
2. What does a standard need to build a certification process on it?

Put at its simplest, a standard is an agreed, repeatable way of doing something. It is a published document that contains a technical specification or other precise criteria designed to be used consistently as a rule, guideline, or definition. Standards help to make life simpler and to increase the reliability and the effectiveness of many goods and services. They are intended to be aspirational -a summary of good and best practice rather than general practice. Standards are created by bringing together the experience and expertise of all interested parties such as the producers, sellers, buyers, users and regulators of a particular material, product, process or service.
Any standard is a collective work. Committees of manufacturers, users, research organisations, government departments and consumers work together to draw up standards that evolve to meet the demands of society and technology. 
ISO standards are developed according to the following principles.

· Consensus.

The views of all interests are taken into account: manufacturers, vendors and users, consumer groups, testing laboratories, governments, engineering professions and research organisations.
· Industry wide.

Global solutions to satisfy industries and customers worldwide.
· Voluntary.
International standardization is market driven and therefore based on voluntary involvement of all interests in the market-place.
There are three main phases in the ISO standards development process as follows.

· The need for a standard is usually expressed by an industry sector, which communicates this need to a national member body. The latter proposes the new work item to ISO as a whole. Once the need for an International Standard has been recognised and formally agreed, the first phase involves definition of the technical scope of the future standard. This phase is usually carried out in working groups which comprise technical experts from countries interested in the subject matter. 
· Once agreement has been reached on which technical aspects are to be covered in the standard, a second phase is entered during which countries negotiate the detailed specifications within the standard. This is the consensus-building phase. 
· The final phase comprises the formal approval of the resulting draft International Standard (the acceptance criteria stipulate approval by two-thirds of the ISO members that have participated actively in the standards development process, and approval by 75% of all members that vote), following which the agreed text is published as an ISO International Standard.

Types of accreditation
There are two types of accreditation, those undertaken by an organisation internally and those undertaken by external accreditation bodies. The ISO 9000 family of quality standards may be administered either externally or internally. Accreditation administered by an external body is generally perceived to be more rigorous than one administered internally. 
An example of an external accreditation body is the MLA who administers Accreditation Scheme for Museums in the United Kingdom. Museums Libraries Archives Council is Non-Departmental Public Body (NDPB), which is sponsored by the Department for Culture, Media and Sport (DCMS). As the DCMS also funds the Library Archives and Museums, there is some pressure on institutions to become accredited.
For a certification process the following is needed

· a set of procedures that cover all key processes in the business

· monitoring processes to ensure they are effective

· adequate record keeping
· checking output for defects, with appropriate corrective action where necessary

· regularly reviewing individual processes and the quality system itself for effectiveness

· facilitating continual improvement

3. How are accreditation bodies set up? 

There is an international standard for certification bodies, “ISO 17021: 2006 Conformity assessment – requirements for bodies providing audit and certification of management systems”. If an accreditation system were to be established for digital preservation repositories which is implemented by an external body, then it should comply with this standard.

As digital preservation is essentially a management process ISO 17021 is an appropriate standard to apply to a body providing certification for repositories. The standard contains principles and requirements for the competence, consistency and impartiality of the audit and certification of management systems of all types and for bodies providing these activities. Certification of management systems is a third-party conformity assessment activity, and bodies performing this activity are therefore third-party assessment bodies. 
The overall aim of certification is to give confidence to all parties that a management systems fulfils specified requirements, and the value of certification is the degree of public confidence and trust that is established by an impartial and competent assessment by a third party. Parties that have an interest in certification include: the clients of the certification body, the customers of the organisations whose management systems are certified, governmental authorities, non-governmental authorities and consumers and members of the public.

The United Kingdom Accreditation Service is a non-profit-distributing company, limited by guarantee, which operates through a memorandum of understanding with the government through the Secretary of State for Innovation, Universities and Skills. UKAS is the sole national accreditation body recognised by Government to assess organisations that provide certification testing inspection and calibration services, against internationally agreed standards.
http://www.ukas.com/about_accreditation/default.asp 

European Network for Accreditation is a non-profit association set up in November 1997 and registered as an association in the Netherlands in June 2000. EA is a European network of nationally recognised accreditation bodies based in the European geographical area. 
http://www.european-accreditation.org/content/ea/EuropNetwork.htm 
