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1. Introduction 

As repositories and data archives are becoming the primary means for storing and disseminating scientific information, there is an increasing need to ensure that repositories provide reliable and trustworthy services, which should be guaranteed by standards. Therefore, there is the acute need for trusted audit and certification standards for the digital preservation of repositories and other data collections. 

Based on this reasoning, the European Commission convened on 28th April 2009 a first workshop with stakeholders in this field to discuss the current issues in the field. Following the results and internal discussion between the European Commission services, it was considered necessary to convene  on 14th April 2010 a meeting with those stakeholders that are currently involved in developing audit and certification schemes in order to discus and agree on the possibility of European-wide coherent approach and how this can be implemented. As a result, agreement was found to develop a common approach through a Memorandum of Understanding and to conduct test audits with a number of repositories as well as to develop a strategy to promote and advertise the approach with stakeholders, including repositories and funding agencies.
In order to specify the strategy, to finalise the Memorandum of Understanding and to agree on the roadmap for the test audits, a technical workshop was convened in Brussels on 8th July 2010.
In addition to the experts of the previous workshop, Dr. Henk Harmsen, Dr. David Giaretta and Dr. Christian Keitel, the following representatives of test repositories were invited: 
1. Ms. Natascha Schumann representing the Deutsche Nationalbibliothek;
2. Mr. Olivier Rouchon representing CINES; 
3. Dr Matthew Woollard representing the UK Data Archive.
2. Summary of the Workshop

The workshop started with an introduction of Patricia Manson of the EC's line of thought in supporting the development of a European framework for the audit and certification of trustworthy repositories.
It was followed by the discussion on the final wording of the Memorandum of Understanding (MoU), based on the draft by David Giaretta. Especially the requirements for the middle level required specification and agreement was found to require for this level an externally reviewed self-audit, which will be made publicly available.
Furthermore, it was agreed to name the three certification levels of the common approach:

- Basic Certification (based on DSA)

- Extended Certification (self-audit based on ISO 16363 or DIN 31644)

- Formal Certification (full external audit of ISO 16363 or DIN 31644)

See annex for the agreed text of the MoU.

The MoU was then signed by the representatives of DSA, ISO 16363 or DIN 31644 and will be duly made available through an interlinked website provided by DANS.

The next section of the workshop was then dedicated to the organisation of the test audits. There were three repositories present, which committed themselves to run test audits in the coming months: DNB, UK Data Archive and CINES. All three have already concluded or are soon to conclude their DSA audit.
The following repositories showed interest in joining but have not yet committed themselves definitively: STFC, ESA, Max-Planck, Landesarchiv Baden-Württemberg, DANS.
The test audits should run through all three stages of the common approach:

1. The DSA audit (to be concluded by September 2010);

2. A self-audit of ISO 16363 or DIN 31644 for the Extended Certification (to be concluded by December 2010);
3. A test of the Formal Certification of ISO 16363 or DIN 31644 using external auditors (to be concluded by February 2011).

The partners involved are to provide the European Commission with estimations of the costs and efforts involved.

The test audits are to be reported in a final report, which will be presented to the public in early 2011. The report should address the following issues:

- test of standard and practical conclusions from conducting the audits;

- how much effort and time needs to be invested by the participants;

- if the levels build up efficiently from each other, e.g. if work for the DSA audit facilitates the work for the ISO and DIN standards;

- what aspects of the used methodologies should be improved and what tools are helpful;

- if the requirements of the standards do sufficiently take into account the different types of repositories involved;

In general, the final outcome of the test audits will provide a possibility for an in-depth examination of the involved repositories and the external reviewers and auditors. Furthermore, the final report will also be a valuable document for the feasibility of the chosen approach and its added value for repositories.

In order to conduct and coordinate the test audits, it was agreed to conduct regularly virtual meetings on a monthly or bi-monthly basis, starting in early September. It would be also useful to organise a bigger meeting to discuss the intermediate results in early December, while the test audit report should be presented to a wider audience in early 2011.

After the lunch break, Ms Heleen van de Schraaf (DANS) presented the DSA tool for drafting, editing and review the DSA, which led to a discussion on possible tools for conducting the audits.

As a final point of the agenda, a short discussion was conducted on the stakeholder awareness promotion by the participants of the workshop.

The participants agreed that the EC should promote the issue through its role as a funding agency by looking at including audit and certification requirements in upcoming research guidelines and legislation. It will also further promote the issue by including it in the upcoming 2011 Communication on Scientific Information and as well by internally promoting it within DG INFSO and other DGs such as RTD.

Furthermore, the participants will be contacting other funding agencies to raise their awareness of the issue and to encourage collaboration with the common approach. The EC will be contacting them directly and also envisage a meeting of the major ones in the second half of 2010, but the participants should also be actively using their contact. Potentially all these activities should not be limited to Europe alone but the audit and certification approach should also be communicated to other important actors and especially the U.S. 

A major promotion event will then be the release of the test audit report in early 2011, which will also be a major point for reflection on how to proceed further in the longer term.
3. Next steps
As an outcome to the workshop, the following action points were agreed to be pursued in the near future:

· July 2010: The participants will provide the EC with informal estimations regarding the costs and efforts for conducting the test audits. The European Commission will then look at ways how to provide funding to support the test-audits.
· July 2010: The EC will provide the participants with a draft structure for the final test audit report and the related timeline that will then be finalised until the next (virtual) meeting.
· End July 2010: Confirmation of additional test repositories to contribute to the test audits.

· DANS will put up the MoU on a dedicated website and the signing parties to the MoU will carry out their obligations as specified in the MoU.
· The participants will provide the EC with suggestions of stakeholders (funding agencies, repositories, associations) to be contacted and also workshop, conferences etc, in the coming months. Concrete steps for the promotion will then be addressed by the first (virtual) meeting in September. 

· Each test repository will provide information regarding its formats, amount of data, research area and number of data sets as well as other information necessary for the test audits.

· Until the next meeting suggestions for the external reviewers and auditors to be employed during the test cases should be made.

· The (virtual) meeting in September should kick-off the extended certification part of the test audits, ensure the financing of the efforts involved, finalise the structure of the final report and establish a roadmap for the promotion activities.

Annex I: 
Memorandum of Understanding 

to create a 

European Framework for Audit and Certification of Digital Repositories

THIS AGREEMENT is made between: 

· David Giaretta in his capacity as chair of the CCSDS/ISO Repository Audit and Certification Working Group (RAC), 
· Henk Harmsen in his capacity as Chair of the Data Seal of Approval (DSA) Board and

· Christian Keitel in his capacity as Chair of the DIN Working Group "Trustworthy Archives – Certification" 
Whereas the parties to this Memorandum of Understanding all lead separate groups aiming at certifying digital repositories, they wish to put in place mechanisms to ensure that the groups can collaborate in setting up an integrated framework for auditing and certifying digital repositories.

The framework will consist of a sequence of three levels, in increasing trustworthiness:

· Basic Certification is granted to repositories which obtain DSA certification;

· Extended Certification is granted to Basic Certification repositories which in addition perform a structured, externally reviewed and publicly available self-audit based on ISO 16363 or DIN 31644;

· Formal Certification is granted to repositories which in addition to Basic Certification obtain full external audit and certification based on ISO 16363 or equivalent DIN 31644.

Granting of these certificates will allow repositories to show one of three symbols (to be agreed) on their web pages and other documentation, in addition to any other DSA, DIN or ISO certification marks.

The following specific actions will be carried out by the parties:

(A) ensure that there is overlap in membership between the groups’ governing committees;
(B) undertake common promotion of the need for standards to repositories and funding agencies;

(C) make clear that there might be different needs among repositories, but that repositories should aim at Extended or Formal Certification;
(D) carry out related test cases of repositories (in the second half of 2010).
This process is supported by and coordinated with the help of the European Commission.

DURATION OF THIS AGREEMENT:

This agreement shall commence upon the signing of this agreement by all the parties and will end on mutual agreement of the parties.

SIGNED on behalf of the parties by:

	1.
	
	date:

	David Giaretta
	

	2.
	
	date:

	Henk Harmsen
	

	3.
	
	date:

	Christian Keitel
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Technical Workshop for Audit and Certification of Trusted Repositories 
Workshop

Date: 
08 July 2010, 9.30-15.30

Venue: 

European Commission, Euroforum, Room 01/174 

10, rue Robert Stumper, L-2557 Luxembourg

DRAFT AGENDA

09.30 – 10.00
Welcome and Organisational Issues
10.00 – 11.30
Memorandum of Understanding – Discussion of open issues and agreement of final form. 

11.30 – 11.45
Coffee Break

11.45 – 13.00
Test cases – Identification of Test repositories and timeline for running the test cases

13.00 – 14.00
Lunch 


14.00 – 14.30 
Presentation of van de Schraaf - demonstration of assessment instrument

14.30 – 15.15
Sustainability of the initiative - Agreement of actions and timeline as well as of support measures.

15.15 – 15.30
Conclusions and Next Steps

Annex III: List of Participants
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Technical Workshop for Audit and Certification of Trusted Repositories 

Luxembourg, on 08 July 2010

List of Experts
4. Dr. Henk Harmsen (DANS), Chair of the Data Seal of Approval Board, Netherlands 
5. Dr. David Giaretta (STFC), Chairman of the Repository Audit and Certification Working Group of CCSDS, United Kingdom 

6. Dr. Christian Keitel (Landesarchiv Baden-Württemberg), Chair of the DIN Working Group "Trustworthy Archives – Certification" 
7. Ms. Natascha Schumann (Deutsche Nationalbibliothek)

8. Mr. Olivier Rouchon (CINES)

9. Ms. Heleen van de Schraaf (DANS) 

10. Mr Matthew Woollard (UK Data Archive)
Annex IV: Draft Structure for Test Audit Report
I. Introduction

1. Presentation of Common Approach Initiative

2. Outline of 

a) Data Seal of Approval

b) ISO 16363 

c) DIN 31644

d) Memorandum of Understanding

3. Methodology of testing the common approach


a) Involved test repositories


b) Structure of the individual tests

c) Timeline of test audits

II. Conducting the Test audits

1. Individual Reports from Test Repositories



a) UK Data Archive



b) Deutsche Nationalbibliothek



c) CINES



d) ...


2. Practical issues for organising the audits
a) Basic Certification 

b) Extended Certification

c) Formal Certification (ISO 16363 and DIN 31644)

d) Interaction between the individual schemes.

III. Results

1. Cost and Efforts for Repositories



a) Individual Costs for Repositories



b) Required Staff and Staff time



c) Cost savings by using the common approach


2. Relevance for Repositories



a) Repository motivation for audits and certification



b) Main difficulties for repositories



c) Sectoral differences between repositories?


3. Test results for the audit and certification schemes
a) Basic Certification 

b) Extended Certification

c) Formal Certification

d) Interaction between the individual schemes.

IV. Conclusions and Recommendations
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